In many number theoretic cryptographic algorithms, encryption and decryption is of the form x n mod p, where n and p are integers. Exponentiation normally takes more time than any arithmetic operations. It may be performed by repeated multiplication which will reduce the computational time. To reduce the time further fewer multiplications are performed in computing the same exponentiation operation using addition chain. The problem of determining correct sequence of multiplications requires in performing modular exponentiation can be elegantly formulated using the concept of addition chains. There are several methods available in literature in generating the optimal addition chain. But novel graph based methods have been proposed in this paper to generate the optimal addition chain where the vertices of the graph represent the numbers used in the addition chain and edges represent the move from one number to another number in the addition chain. Method 1 termed as GBAPAC which generates all possible optimum addition chains for the given integer n by considering the edge weight of all possible numbers generated from every number in addition chain. Method 2 termed as GBMAC which generates the minimum number of optimum addition chains by considering mutually exclusive edges starting from every number. Further, the optimal addition chain generated for an integer using the proposed methods are verified with the conjectures which already existed in the literature with respect to addition chains.
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Introduction
An addition chain is a finite sequence of positive integers called elements, 1= a 0 ≤ a 1 ≤ a 2 ≤ …≤ a r = n with the property that for all i>0 there exist a, j, k with a i =a j +a k and r ≥ i ≥ j ≥ k ≥ 0. This is called an addition chain of length r for the target n. An optimal addition chain is the one which has the shortest possible length denoted by l(n) and it is a strictly increasing sequence as duplicate chain elements could be removed to shorten the chain [14] .
In addition chain, the first number is always one, every subsequent number is obtained by adding two early numbers and n occurs at end of the chain. For the given exponent, it is possible to generate several addition chains, and the least length is better. If the shortest addition chain is found, then it will be useful to reduce the number of multiplications. Finding the optimal addition chain is very difficult and not necessarily unique. But it is enough to find optimal addition chain. Though, for the given integer, finding at least one of the shortest addition chains is an NP-hard problem. Based on the shortest addition chain, modular exponentiation is performed very fast. This is because the element 5 in the addition chains can be formed as (5= 2+3, 5= 4+1), 10 can be formed as (10= 5+5, 10= 8+2, 10= 6+4), 17 can be formed as (17= 8+9, 17= 16+1). Then, 34 can be given as (34=17+17, 34=18+16), 85 can be formed as (85= 45+40, 85= 80+5, 85= 51+34, 85= 68+17). Finally, for 170 it can be formed as (170= 85+85, 170= 90+80, 170= 160+10, 170= 102+68, 170=136+34) .
It is a known fact that larger the size of the field utilized, harder the problem of optimizing the computation of the field exponentiation. This is because a heuristic strategy is normally used to find the optimal addition chain for hard optimization problems. Since these problems have huge search spaces, they do not provide the guarantee on the quality of the solutions. Normally, a heuristic method starts from a non-optimal solution (partial solution) and iteration. After performing some iteration, it improves the solution until a reasonable valid solution could be achieved. Thus, to improve the partial solution which is considered at the initial stage, either deterministic or probabilistic search criteria is used [18] .
Many methods already exist in the literature to generate the optimal addition chain. They are classified into two types viz.; deterministic and evolutionary algorithms. In deterministic, the optimal addition chain may not be obtained at all time. This is because everything is predetermined. Binary method, factor method, window method, sliding window method etc., are some examples of deterministic type. Evolutionary algorithms are inspired by the idea of either natural evolution or social behaviour of insects or birds. Though they may produce optimal addition chains for an integer, they are not obtained by a single run which eventually takes more time. Genetic Algorithm (GA), Artificial Immune System (AIS), Ant Colony Optimization (ACO), Particle Swarm Optimization (PSO) etc., are some evolutionary algorithms.
The rest of the paper is organized as follows. Section 2 illustrates the work related to the addition chain. Section 3 describes some basic definitions commonly used in the literature of addition chain. The proposed methods for generating addition chain based on graphical representation and the working principle of the said methods are shown in section 4. Section 5 discusses the experimental results and their significance. Finally, section 6 ends with conclusion.
Related Work
This section shows various related work that were done in the available literature in generating the addition chain and their usefulness in the proposed work.
Edward G. Thurber [2] has described the computational aspects of generating minimal length of addition chains for integer n. In that, Search time for such chains was cut down using various pruning techniques. To increase the efficiency of the search further, the author introduced slant bounds. Also proved Scholz-Brauer Conjecture was true if n includes an l 0 -chain among its minimal chains. In [3] , Noboru Kunihiro and et. al. have proposed two methods called run-length method and hybrid method to generate the addition chain. And the performance of these two methods are analysed and finally proved that the hybrid method is efficient than the other methods. The method reduces the addition chain length by 8% compared to other methods. This method works especially for numbers with large hamming weight.
Peter Tummeltshammer and James C. Hoe and Markus Puschel [4] have proposed a circuit based approach which combines the addition chains with constants. In this they have also proposed an algorithm which generates all the constants in the given set. They evaluated the quality of circuit using standard cell library. Also they compared the latency and efficiency of the addition chain based approach with the full multiplier. The method generates an algorithm which provides the multiplication logic using a multiplication circuit. Daniel J. Bernstein [6] has presented two new constructive upper bounds on the cost of two-dimensional addition chains. He also proposed a new binary chain to compute and used three additions per exponent bit in order to help protect against side-channel attacks. In [7] Younho Lee et. al., have proposed an algorithm to find addition/ subtraction chain and reduced the number of windows by subtraction which was based on small window method, and proved that the proposed algorithm found the shorter addition/ subtraction chain compared with previous algorithms.
In [8] , Nareli cruz-cortes et.al. have explained the use of artificial immune system (AIS) for generating addition chain. They proposed a method for finding addition chains for hard exponents and the shortest addition chain for exponents of size less than 20 bits. The usage of probabilistic heuristic based on AIS search engine for large exponents was proposed. Raveen R. Goundar et al. [9] has proposed a new strategy to find an efficient doubling-free short addition-subtraction chain for an arbitrary integer by utilizing a precise golden ratio. They showed that Golden Ratio Addition Subtraction chain (GRASC) method has attained 12% to 28% reduction in average chain length compared to other methods.
Raveen R. Goundar et. al. [10] has proposed an efficient SPA resistant elliptic curve scalar multiplication algorithm over odd prime fields. They also proposed an explicit algorithm short addition-subtraction chain by utilizing golden ratio and named it as Golden Ratio Addition Chain (GRAC). The proposed method has attained 3% to 18% reduction in the average chain length. In [11] Fabien et al., have proposed a method to modify a key generation using small Euclidean addition chain which secure against side-channel attacks. Two different ways to generate Euclidean addition chains was proposed. One was analysis of the size and another was distribution of obtained keys. A new scheme in the context of fixed base point scalar multiplication was proposed.
Maurice Mignotte and Amadou Tall [12] have presented the binary method which is optimal for any integer of hamming weight 1 or 2 and also showed that there are exactly four types of addition chains possible for those kind of integers. They proved that binary method is not optimal for integers of hamming weight 3. In [13] , Saul Dominguez-Isidro presented Evolutionary Programming (EP) to minimize the length of addition chains. Also, four experiments were designed to test the performance of EP algorithm. This requires less evaluation per run with respect to some state-of-the-art nature-inspired algorithms. Neill Michael Clift [14] described a new algorithm for calculating optimal addition chain. For this, pre-computed values are not needed. This algorithm was faster to calculate ranges of optimal addition chain. In [15] , Amadou Tall has proposed Lucas additionsubtraction chains. They also proved that Lucas addition chain gives minimal addition chains for all even integers.
M. A. Mohamed and K. A. Mohd Atan [16] have described a new method called composition method in which it is based on the generalization of decomposition method in which the optimal nearer addition chain is almost obtained. In composition method a single rule is used whereas in decomposition method, it uses dedicated rule for each prime from decomposed n. Amadou Tall and Ali Yassin [17] presented a new way of computing the shortest addition chains using generalized continued fractions and Euclidean algorithm. Yara Elias and Pierre McKenzie [19] have established the results for arbitrary fixed g and adapted methods for constructing g-addition chains when g=2 to the case g>2.
In [20] MA Mohamed and MR MD SAID, have proposed an idea of non-adjacent form into decomposition method at prime layer and named the new hybrid method as signed decomposition method (SDM). And proposed SDM produces shorter addition subtraction chain than older methods. Sajal Chakroborty and Babul Hasan [21] have proposed a technique for scenario based multi-period stochastic programming problems. They developed the technique on decomposition based pricing method. A model was also developed by collecting data from super market and analyzed the profit.
Basic Definitions
This section describes the basic definitions related to addition chains which are useful in understanding the proposed methodology.
Basic steps in addition chain
The construction [14] of each element of an addition chain is called a step. For an addition chain 1 = a 0 ≤ a 1 ≤· · · ≤ a r = n, the following steps are involved.
The steps of the form a i = 2a j , j ≤ i −2 are defined as non-doubling steps.
Thus, the length of the addition chain l(n) can be split into two components as
It is noted that, not all doubling steps are big steps but big steps are always doubling [14] . Because λ(n) is fixed for a given positive integer, finding optimal addition chains amounts to minimizing the number of small steps across all possible chains. Once the addition chain is generated it must be proved or disproved with various conjectures which already exist in the literature.
As Knuth observed [1] , either λ(ai) = λ(ai-1) or λ(ai) = λ(ai-1) + 1. In the former case, step i is called a small step and is called a big step otherwise. There are exactly λ(n) big steps in any chain for n. The number of steps, r, in an addition chain for n can be expressed as r = λ(n) +N(n), where N(n) denotes the number of small steps in the chain. It should be noted that N(n) is chain dependent. Minimizing N(n) will result in a minimal length addition chain for n. If j = i -1, then step i is called a star step. An addition chain that consists entirely of star steps is called a star chain.
Conjectures in addition chain
The various existing conjectures in the addition chain proposed in the literature [12] are
p -1 is also prime (Mersenne prime.), then l(n)= max {l(m); m≤n}, 2≤p≤7.
Proposed Methodology
A graph based addition chain has been proposed in this paper. It is noted that a graph denoted as G = (V, E) consists of the set of vertices V = {v 1, v 2 ,…,v n } and the set of edges E = {e 1 , e 2 ,…,e n }. But in the proposed graph based addition chain V represents the set of intermediate numbers which are being used in the addition chain. E represents the edges to connect two numbers in the addition chain. The weight of edge denoted as w(e) is a non-negative integer. Initially, w(e) is assigned 1 and it is incremented by 1 when the same edge is used in generating the addition chain. Without loss of generality, let v 1 =1, v i =2, vj= m, 3 ≤ j< l, where m is a nonnegative integer except 1, 2 and n, and v l =n, where l is the last vertex in which addition chain is to be terminated.
A multi-digraph G is a finite non-empty set of objects called vertices denoted by V with a multi-set of ordered vertex pairs called arcs denoted by E. Duplicate elements are allowed in a multi-set. An edge goes from a vertex u ∈ V to a vertex v ∈ V if (u, v) ∈ E [14] . A directed multi-digraph (V, E) consists of vertices V and edges E and a function f: E→ V × V = {(u, v)|u, v ∈ V}. In the proposed graph based addition chain, to generate the addition chain acyclic multi digraph is used. This is because minimum two numbers can be generated from a particular number by adding the current number to the previous number or doubling the current number itself.
Formally for an addition chain A of length r we have a multi-digraph G A = (V, E, α, ω) where V is the set of vertices, E is the set of edges and α, ω are mappings that take an edge to its start and end vertex respectively.
This gives V = {v i : 0 ≤ i ≤ r} and E = {(vγ (i), vi), (vδ(i), vi) : 1 ≤ i ≤ r}, α, ω : E → V, (v
We label each vertex with its numerical value from the addition chain. In a graph with directed edges, the in-degree of a vertex v, denoted as deg 
Proposed Method 1: Graph Based All Possible Addition Chain (GBAPAC)
In the proposed GBAPAC method, the first two numbers are always 1 and 2 and the last number is always n, where n is the number for which addition chain is to be formed. To generate the next number in the addition chain from 2, the possibilities are 3 and 4. They are obtained by addition and doubling steps respectively and their corresponding edge weight of 2-3, 2-4 is 1. As 3 and 4 are generated simultaneously from 2, any one of them is considered as next number in the addition chain.
Suppose 3 is selected as next number, the other possible numbers from 3 are 4, 5, 6, where 4, 5 are obtained by addition step and 6 is by doubling step. As three numbers are generated from 3, the weight of edge 2-3 is 4 (1+ 3=4) but the edge weight for 3-4, 3-5, 3-6 is 1, since those edges are newly generated. As v i+1 has sometime more than one possibility depending on j, at a time any one value of v i+1 will be taken as the next number randomly. From that, other possible numbers are generated using addition and doubling. The edge weight will be increased based on the numbers which occur previously in the addition chain. Similar process can also be performed for other possibilities of v i+1. The process is repeated till it reaches n and the optimal addition chain is one which has maximum edge weight between numbers starting from 1 to n or the length of the addition chain for the given integer n is accepted as input. The proposed GBAPAC method is shown in algorithm 1.
Algorithm 1 GBAPAC(n)
//This algorithm is used to find the optimal addition chain for the given integer n //opac -optimal addition chain, lopac -length of opac Input n, w Output opac (n), lopac (n) Begin
Step 1: Initialization of required variables i ← 1; c 1 ← 1; c 2 ← 2;
Step 2: Outputting the first edge of addition chain Print C 1 '-' C 2 Step 3: Switching to the next number of addition chain e 1 
(i) ← c 1 || c 2 w 1 (i) ← 1; e 2 (i) ← c 2 || c 3 ; w 2 (i) ← 1 opac (i) ← e 1 (i) ; lopac (i) ← 1 pac (i) ← e 1 (i) || e 2 (i) lpac (i) ← w 1 (i) + w 2 (i)
Step 
(i) ← c 2 || c 3; w 2 (i) ← 1 opac (i) ← pac (i-1); lopac (i) ← w 1 (i) opac (i) ← opac || C 3; lpac (i) ← lpac (i) + 1 i++; } } while (lopac ≤ w && c 3 == n)

Algorithm 2 GBMAC(n)
All the steps involved in algorithm 1 GBAPAC are also used in algorithm 2 GBMAC except w 1 (i) ← w 1 (i-1)+1
The working principle of GBAPAC algorithm
The working principle of the proposed GBAPAC algorithm is shown in Table 1 . In order to understand the proposed method, the following notations are used.
{ac-Addition chain; c 1 -previous number in ac; c 2 -current number in ac; c 3 -next number in ac e(c i , c j ): edge between i th and j th number; w(e):weight of edge e; l(ac)-length of addition chain; opac -optimal addition chain; l(opac)-length of opac; apac: possible addition chain; l(apac)-length of apac}. 
Proposed Method 1 -An Example
To generate the addition chain for an integer n=12. The length of the addition chain given as input is 4. As the addition chain always starts with 1, i.e., v 1 =1 and the next number should be 2 i.e., v 2 =2 which is obtained either by adding 1 to itself or doubling it. Since 1 and 2 are must in generating the addition chain for 12, the edge weight is not considered. It is shown in fig.1 . (v 2 ,v 3 )=1 )) It is shown in fig. 2 . Suppose the next number in the addition chain generated is v 3 =3, from v 3 the other numbers v 4 = {4, 5, 6} are generated using addition or doubling steps and w(e(v 3 , {v 4 })) =1. But at the same time w(e(v 2 , v 3 )) = w(e(v 2 ,
It is noted that the optimal addition chain is found for every starting number at each stage. Thus, the optimal addition chain for 3 is 1-2-3, because 3 is the starting number and it has the maximum edge weight from the previous number 2. It is shown in fig. 3 . fig.6 and fig.7 respectively.
Let the next number taken in the addition chain is v 5 =6 where 6 is obtained either from v 3 =3 or v 4 =5. Correspondingly the optimum addition chain using 3, 4 is 1-2-3, 1-2-4, {1-2-3-5, 1-2-4-5} respectively. From v 5 the other numbers generated are v 5 ={7, 9, 10, 12} or v 5 ={{7, 9,10, 11,12},{7,8,10,11,12}}. They are generated using addition or doubling steps if v 3 =3 or v 4 =5 respectively. Then w(e(v 5 ,{v 6 })) =1, w(e(v 3 ,v 4 ))=w(e(v 3 ,v 4 ))+4=5 if v3=3, w(e(v 3 , v 4 ))= w(e(v 3 , v 4 ))+w(e(v 4 ,v 5 ))+5, w(e(v 2 ,v 3 ))=w(e(v 2 ,v 3 ))+w(e(v 3 , v 4 )) if v4=6, as 6 is the starting number at this stage, there are two different optimal addition chain for 6 viz., 1-2-3-6 or 1-2-4-6. Further, 12 is obtained from doubling of 6, the optimal addition chain for 12 is 1-2-3-6-12 and its length is 4 which is same as the length obtained as input and hence the process is stopped. It is shown in fig.8 . The other possible optimal addition chain for 12 is 1-2-4-8-12 and it is traced in similar manner. It is shown in fig.9 . 
Proposed Method 2: Graph Based Minimal Addition Chain (GBMAC)
The main difference between GBAPAC and GBMAC is that, in GBMAC not all possible numbers are generated from the particular number in forming addition chain. This is because they are mutually exclusive. That is, only one number is generated by doubling step and the rest of the numbers are generated using addition step. As any one of the step is taken in generating the next number from the current number, the edge weight of current number and previous numbers is incremented by 1 where the previous numbers are numbers from which addition chain is obtained for the current number. It is noted that, the edge weight is not increased considerably as in GBAPAC because all possible edges are not taken into account. From the current number either the number obtained by doubling step or any one of the number which is obtained by the addition step is taken. The process is repeated till the optimal addition chain is found.
In general, let i=1; v i = 1 and v i+1 = 2. The corresponding edge weight w(e i (v i , v i+1 )) =1. To move to the next number, i = i+1; v i ←v i +1, v i ← v i+1, where v i+1 is computed as v i+1 ← {v i +v j , 1≤j≤i} , w(e i (v i , v i+1 ))=1or v i+1 =2(vi). As v i+1 has the number which are obtained either addition or doubling steps but only one number is taken as they are mutually exclusive and hence w(e i (v i , v i-1 ))= w(e i (v i-1 , v i ) )+ 1. Similar process can also be performed for other possibilities of v i+1 but the edge weight of current and previous numbers are incremented by 1 . The process is repeated till it reaches n and the length of the addition chain l(n) is found. This l(n) is compared with w1 which is accepted as input and it is considered as the optimal weight. The optimal addition chain is one which has maximum edge weight between the numbers starting from 1 to n and l(n) should not exceed w 1 . The proposed algorithm is shown in algorithm 2.
The working principle of GBAPAC algorithm
The working principle of the proposed GBMAC algorithm in generating the addition chain for the integer 12 is shown in Table 2 . It is seen from the Table 3 that if 2 is the current number, the number 3 is obtained by addition step (2+1) and 4 is obtained from doubling step (2+2). Since they are mutually exclusive at this stage (i.e. 3 and 4 cannot be the 3 rd number in any addition chain) any one of the number is taken. In this case 4 is taken as the next number. From 4, the numbers 5, 6 are obtained using addition step and 8 is obtained using doubling step. Even though 5 and 6 are obtained using addition step, they are also mutually exclusive and any one of the number is taken in the next stage for further processing. In general, only one number is considered in generating the next number w(e(vi, vj)= w(e(vi, vj)+1 where i=2,,.,j, and i≠j. 
Proposed Method 2 -An Example
It is noted that to generate the addition chain for n=12, the graph shown in fig.2 using GBAPAC is similar to GBMAC in generating numbers 3 and 4. As 3 and 4 are mutually exclusive, 3 and 4 are obtained by addition and doubling steps respectively from the same number. The next number chosen in addition chain is either 3 or 4.
Let the next number be taken in addition chain is 3. To obtain the next numbers from 3, the numbers 4 and 5 are obtained using addition step and 6 is obtained using doubling step correspondingly the edge weight of 3-4, 3-5 and 3-6 are 1. Suppose 4 or 5 or 6 are taken as the next number from 3, the previous edge weight of 2-3 is 3. It is shown in fig. 10 . Let the next number be taken in the addition chain is 4. To obtain the next numbers from 4, the numbers 5 and 6 are obtained using addition step and 8 is obtained using doubling step correspondingly the edge weight of 4-5, 4-6 and 4-8 are 1. Suppose 5 or 6 or 8 are taken as the next number from 4, the previous edge weight of 2-4 is 3. It is shown in fig. 11 . 
Experimental Results
The proposed GBAPAC and GBMAC methods are implemented in VC++. The total number of addition chains generated using two different methods GBAPAC and GBMAC up to the range of integers n are shown in Table 3 . It is observed from Table 3 that after the range above 200, the total number of addition chains generated by GBMAC method is less when the same is compared with GBAPAC and their corresponding graphical representation is shown in fig 12. Table 4 shows the number of addtion chains geneated for some specific numbers using GBAPAC and GBMAC methods. It is observed from Table 4 that number of addition chains genertated using GBMAC is somewhat minimum when it is compared with GBAPAC for some integers. Table 5 shows the length of the optimal addition chain for the integers upto 1024. It is noted that the optimal addition chain and its length for the integer upto 1024 generated by both GBAPAC and GBMAC methods. They are exactly same as the optimal addition chain and its length produced by EP where EP is one of the latest addition chain algorithm. It is evident from Table 5 that the proposed methods also produce the same total number of optimal addion chain length for the integers upto 1024 as in EP. Beyond that it is not possible to reduce the total length which is shown in Table 5 . Table 6 shows the comparison of addition chain generated by the proposed methods and the existing methods for some hard exponents where the hard exponents are exponent for which the addition chains are difficult to be generated. It is observed from Table 6 that for some integer the proposed methods reduce the length of the addition chain, maintaining the same length when it is compared with GA, PSO and EP. Further, it is noticed from Table 7 that the proposed method never increases the addition chain length (upto 1024 the total length is 11115). Also the proposed addition chain methods also satisfy the conjectures illustrated in section 3.2. The addition chain generated by the proposed methods is useful in proving the conjectures as illustrated in section 3.2. -1) = l(511)= 12= n-1 + l(n)= 9-1+4. Thus, l(2 n -1)≤ n-1+l(n)  l(n) ≤ log 2 (n)+ S 2 (n), where S 2 (n) is the Hamming weight of n
Conclusion
Graph based generation of optimal addition chain methods GBAPAC and GBMAC have been thought of and implemented successfully using two different methods. The first method generates all possible optimal addition chains for the given integer n whereas, the second method generates some restricted optimal addition chain. It is observed from the tables that the optimal addition chain produced by both methods have equal length which are exactly equal to the length of addition chain for an integer n available in literature. It is evident from the table that, the total length of addition chain up to 1024 is 11115 till now. Further, it is observed that the lengths of addition chain for some hard exponents have been reduced. The proposed graph based addition chain methods prove the conjectures like Scholz-Brauer. The idea used in the proposed method is unique, innovative and non-existing in the literature. The generated addition chain using the proposed methods may be incorporated in modular exponentiation which plays a vital role in many public key cryptographic algorithms like RSA, ElGamal, etc., so that the encryption and decryption time of the said algorithms may substantially be reduced. Further, in performing scalar point multiplication, the said methods may be used in reducing repeated addition operation which will eventually reduce the encryption and decryption time too.
